ABSTRACT In this paper, we study the secrecy performance of a half-duplex cognitive relay network in the presence of multiple eavesdroppers and multiple primary users. In particular, generic K th best relay selection schemes for opportunistic relay selection (ORS) and partial relay selection (PRS) are proposed. Exact closedform and asymptotic expressions for secrecy outage probability (SOP) of the considered schemes are derived. The outcome shows that ORS is able to achieve full secrecy diversity order while PRS obtains unit diversity order. Besides, the order of the selected relay is proved to affect the secrecy diversity order in the ORS scheme but not the PRS scheme, while the number of primary users does not have influence on the diversity order. Additionally, the significance of the change in the number of relays on the SOP enhances at higher orders of selected relay. Nevertheless, increasing the number of eavesdroppers reduces the secrecy diversity gain of the considered system in both schemes.
I. INTRODUCTION
Mobile technology has been extremely developed in the recent years, leading to an enormous increase in the demand for radio frequency spectrum, which has already been scarce and will eventually reach its maximum capacity in a foreseeable future [1] . Cognitive radio (CR) has been introduced as a highly potential measure for this issue, allowing the systems to dynamically adapt to the environment by adjusting their parameters and protocols [2] , [3] . CR enables the licensed users to share the spectrum with the unlicensed users while guaranteeing that the interference imposed by unlicensed users does not cause any harm to the licensed receivers, and thereby improves the spectrum efficiency. Indubitably, due to the power constraint at the primary network and the effect of large scale fading, the performance of the secondary network will be substantially limited.
Meanwhile, relay networks allow transmission between distant transmitters and receivers to be assisted by a set of intermediate nodes that receive the signal from the source and forward it to the destination. Depending on whether the relay decodes and re-encodes the signal or just amplifies it before forwarding to the destination, there are two predominant relay protocols: decode-and-forward (DF) and amplify-and-forward (AF) [4] . Cognitive relay networks have attracted wide attention in literature [5] , [6] , and to rectify the performance limitations of CR, relay selection has been introduced [7] , [8] . While being able to enhance the wireless coverage with a low implementation complexity, relay selection can achieve outage-optimal performance for both DF and AF relaying as in [9] and [10] .
Additionally, physical layer security (PLS) has been brought about as a reliable additional layer of network protection against wiretapping, alongside conventional cryptographic approaches. Its difference lies in the fact that the randomness of wireless channels can be exploited to enhance the network security. Very recently, the performance of PLS has attracted a lot of attention from the research community, e.g., in relay networks [11] - [23] and cognitive relay networks [24] - [29] . In this paper, we take into consideration the characteristics of the relay networks and CR networks to achieve the objectives of tackling wireless spectrum shortage and improving the secrecy rate in wireless systems.
There have been a number of studies in the effectiveness of relay selection on improving secrecy performance of CR networks [26] , [30] - [32] . In [30] , a generic outcome for a wide range of scenarios regarding the number of primary users (PUs), the number of eavesdroppers, and transmission schemes was provided, while the authors in [26] and [31] extended relay selection to different aspects of CR network security improvement. Especially, the authors in [26] and [32] proposed and analyzed different selection schemes based on the availability of channel state information (CSI) at the receivers and validated the influence of each scheme on wireless communication systems. However, all of the aforementioned works only took into account the best relay in the selection schemes, whereas in practice, the relay with the best desired attributes is not always available due to spectrum sharing nature of CR networks. Additionally, several preceding works [33] , [34] have also successfully proved the benefits of using K -th best relay selection scheme. In [34] , outage probability of DF relay networks using the generic relay selection scheme was also studied, but only with the number of relays, peak interference power constraint and transmit power limit as parameters, and no specific relay selection scheme was proposed. On the other hand, in [33] the similar system with a jammer and using a sub-optimal relay selection strategy was introduced. Driven by those observations, in this paper, we investigate the secrecy outage probability (SOP) of secure cooperative CR networks with K -th best relay chosen based on opportunistic relay selection (ORS) and partial relay selection (PRS) schemes, taking into account multiple PUs, multiple secondary relays, and multiple secondary eavesdroppers.
The contributions of this paper can be summarized as follows:
• Two K -th best relay selection schemes, namely ORS and PRS, based on the availability of CSI, are proposed and compared. Our analysis considers the peak interference power constraint of the PUs as well as the maximal transmit power at the secondary users as important parameters to ensure the quality of service at the primary network.
• Exact closed-form expressions for the SOP are derived, based on which, an asymptotic analysis is carried out to provide a better perceptivity on the overall performance and the diversity of the proposed relay selection methods.
• Our results show that by applying the ORS scheme, the considered system can obtain full secrecy diversity order, while the PRS scenario can achieve unit secrecy diversity order. Additionally, an increased number of eavesdroppers or higher selected relay order has a negative effect on the secrecy performance of the system, while the number of PUs does not affect the system's diversity order. Moreover, for a higher relay selected order, a greater change in the number of relays leads to a greater impact on the SOP. The remainder of the paper is organized as follows. System and channel models are described in section II. Performance analysis with exact closed-form expressions is developed in section III, while asymptotic analysis is presented in section IV. In section V, we showcase numerical results based on Monte-Carlo simulations to validate the correctness of our analyses. Finally, the paper is concluded in section VI.
II. SYSTEM AND CHANNEL MODELS
We consider a cognitive relay network as illustrated in Fig. 1 , where one secondary source (S) transmits signals to one secondary destination (D) through M secondary relays R m , m = 1, 2, . . . , M in the presence of N primary users P n , n = 1, 2, . . . , N . At the same time, L eavesdroppers E l , l = 1, 2, . . . , L attempt to overhear and decode transmitted data from the source and relays. It is assumed that there is no direct link from S to D due to path loss and shadowing. In the proposed system, each node is equipped with a single-antenna and operates in half-duplex mode. The communication between S and D is comprised of two steps. In the first step, S broadcasts data to the selected relay R * . After that, in the second step, relay R * decodes, re-encodes, and forwards the data to D using the randomize-and-forward scheme [35] to prevent eavesdropping from combining data received from the source and relays.
Throughout the paper, the power gains of the links 
III. PERFORMANCE ANALYSIS
To satisfy a peak interference power constraint I p at the PUs, the secondary transmitters must adapt their transmit power. Moreover, in order not to cause any destructive interference to the PUs, its transmit power must be below the maximum allowable power P. Under these constraints, the transmit power of any node X ∈ {S, R m } is given as
where
The signal-to-noise ratio (SNR) of the link X → Y, in which Y ∈ {R m , D}, is expressed as
where σ 2 t represents the additive white Gaussian noise (AWGN) and Q t = P/σ 2 t is the average SNR at the legitimate users. This results in the capacity of the legitimate link with two-hop transmission being formulated as
Similarly, the SNR of the link X → E is given as
where σ 2 e indicates the AWGN and Q e = P/σ 2 e denotes the average SNR at the eavesdroppers. The capacity of the eavesdropping link is then represented as
From these results, the secrecy rate representing the difference between the legitimate channel capacity and the eavesdropping channel capacity is given as
and (x) + = max(x, 0). To support the data transmission from S to D, a relay R * is selected among the M relays. For the randomize-andforward relay protocol, S and R m use randomly generated codebooks to forward the message to the D. Accordingly, secrecy is achieved if both S and R * are secured. In many circumstances, the relay with the best desired attributes is not always available, and the K -th best relay is chosen instead. Here, two strategies for selecting the K -th best relay among a total of M relays are analyzed.
A. OPPORTUNISTIC RELAY SELECTION
Using ORS, CSI for both S → R m and R m → D links are required at S. D uses the CSI feedback knowledge to determine the K -th best relay by applying the max-min strategy on the secrecy rate of the links S → R m and R m → D.
Between the S → R m and R m → D links, the lower secrecy rate of these two is ranked among all relays, and the relay that is ranked K -th is then selected. This scheme can be expressed as
Consequently, the SOP of the chosen relay is formulated as
where ρ = 2 R th , R th is the transmission target rate,
and
As all channels are i.i.d, the values of λ SRm , λ R m D , λ R m E , λ R m P are identical for all m = 1, 2, . . . , M . Applying the order statistics property [36] , we have
where F x is the cumulative distribution function (CDF) of x. Theorem 1: The SOP of the considered system applying ORS scheme is expressed as
Proof: The proof is given in Appendix A.
B. PARTIAL RELAY SELECTION
In practice, CSI of all links in the system is not always available at S due to limited resources. Therefore, S may obtain the CSI of the first-hop links to select the aiding relay for transferring information. The K -th best relay is determined as the one whose power gain between S and itself is the K -th highest, thus yields
The SOP is then given as
Theorem 2:
The SOP of the system using the PRS scheme is formulated as
Proof: The proof is given in Appendix B.
IV. ASYMPTOTIC ANALYSIS
To provide further insights as well as an overall perspective of the system's performance applying the proposed schemes, asymptotic expressions of the SOP are derived. At high value of Q t , the asymptotic expression for P ORS out is given by
Proof: The proof is given in Appendix C. This shows that ORS scheme achieves full diversity order. Besides, the diversity order of ORS scheme depends on the order of the selected relay.
For the case of PRS, the asymptotic expression can also be formulated as
. (15)
Proof: The proof is given in Appendix D. From this result, it can be observed that PRS obtains unit diversity order. In addition, it is independent of the number of relays (M ) and the selection rank (K ) at high SNR at relays and destination.
V. NUMERICAL RESULTS
In this section, representative numerical results are provided to analyze the effect of several system parameters on the SOP of the investigated cognitive relay networks. In addition, Monte Carlo simulations are generated to corroborate the derived analytical expressions. Without loss of generality, the distribution parameters of channel gain for the links S → R m (λ SR ) , S → P n (λ SP ), R m → D(λ RD ), and R m → P n (λ RP ) are fixed to 1, while those for the links S → E l (λ SE ) and R m → E l (λ RE ) are fixed to 3. Throughout the simulations, the assumption set in which the threshold R th = 0.4 bits/s/Hz, the ratio µ = 1 and the SNR at eavesdropper Q e = 20 dB is used. The objective of the simulations is to present the SOP as a function of Q t on a logarithmic scale. It is witnessed that the secrecy diversity order of the considered system depends on the order of selected relay. In particular, as the order of relay increases, the secrecy performance of the considered system decreases. Besides, it can be seen that for a higher relay order, the change in the number of relays has higher impact on the SOP. 3 describes the system with PRS scheme at different relay orders, and the results illustrate that the secrecy performance is also inversely proportional to K while being subjected to unit diversity order due to the fact that PRS scheme focuses on enhancing the first hop transmission. Fig. 4 , on the other hand, showcases the positive correlation between the number of relays and the performance of PRS-schemed systems. In addition, it can be seen that the outage probability of PRS system converges independently of K and M to the asymptotic function.
Simulations to investigate the effect of CR and number of eavesdroppers on the system performance are depicted in 5 , which validates that in both selection schemes, the secrecy diversity order remains unchanged but the secrecy coding gain varies. In particular, the SOP of both selection schemes decreases when there are more eavesdroppers trying to wiretap the channels.
In Fig. 6 , µ is adjusted to 0.05 to increase the impact of the primary network to the system and provide better observation on the number of PUs (N ). N has an effect on the system's coding gain, as increasing N results in a reduction in the SOP. On the other hand, in both cases the change in N does not appear to influence the diversity order of the system. This reflects (15) and (16), where the asymptotic expressions of the outage probability for both schemes is independent on N . In this scenario, i.e., at mid to high SNR range, due to relaxation of primary network constraints, the maximum power level that secondary transmitters can transmit data without causing harm to the primary network is raised. In both figures, there are 4 relays and the second-best one is selected.
VI. CONCLUSION
In this paper, we investigated the secrecy outage probability of cognitive randomize-and-forward relay networks using K -th best relay selection in either ORS or PRS scheme. We proposed the system model taking into consideration multiple PUs and multiple eavesdroppers, as well as interference power and maximal power constraints at PUs and SUs. Generalized exact closed-form expressions for secrecy outage probability of both selection strategies have been derived. Asymptotic analysis has also been performed to provide important insights of the considered system. By applying ORS and PRS, the system can achieve full diversity order and unit diversity order, respectively, and the increment in the order of the selected relay lowered the system's SOP. We also observed the negative relationship between the number of eavesdroppers and the SOP. In contrast, increasing the number of PUs does not affect the secrecy diversity order but the secrecy coding gain of the considered system.
APPENDIX A PROOF OF THEOREM 1
Let x = γ R m E and y = γ R m P . The probability that W 2m is less than z (with z > 1) conditioned on x and y is formulated as
From that, the CDF F W 2m (z) can be obtained by performing integration as follows
The PDF of γ XY , with X ∈ {S, R m } and Y ∈ {P, E}, is given as
conditioned on y is obtained as
We also have
Substituting (A.3) and (A.4) into (A.2) and applying (A.5), after some manipulations, the CDF of W 2m is expressed as follows:
For W 1m , we assign x = γ SE and y = γ SP . The probability F W 1m (z|x, y) can be obtained in a similar manner to F W 2m (z|x, y), which yields
Let T m = min(W 1m , W 2m ), the CDF of T m is given as
Thus, the outage probability can be formulated as
(A.10)
From (A.9), by using (A.3) and (A.5), then performing two integration steps and substituting (A.6) into the equation, (10) can be obtained, which concludes the proof.
APPENDIX B PROOF OF THEOREM 2
Similar to Appendix A, the CDF of W 4m can be acquired as
Let x = γ SE and y = γ SP , the CDF of W 3m conditioned on both x and y is formulated as
This yields
(−1) In addition, the CDF of W 3m can be given as By substituting (B.3) into (B.4), after some manipulation, the CDF of W 3m is finalized as follow:
+ n 1 λ SP Q t µ n 1 λ SP Q t µ + λ SRm (ρ − 1)(p + t − 1)
(B.5)
Moreover, from (12) , the secrecy outage probability of PRS scheme is given as 
Similarly, from (A.7) we get Since the values of F W 2m (z) and F W 1m (z|x) are small at high value of Q t , the product F W 2m (z)F W 1m (z|x) is negligible. Therefore, from (C.4) we have
(C.5) Substituting (C.5) into (9), the asymptotic secrecy probability conditioned on x is given as
